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Analysis of Anti-Eavesdropping Performance of

Spatially Selective Modulation in an Indoor Environment

Hitoto YONAWA, * Hisato IWAL* and Shinsuke IBI*

(Received March 10, 2023)

As a physical layer security technique, we have proposed spatially selective modulation (SSM) which consists of multiple

transmitting antennas and a single receiving antenna. In the method, the modulated signal is decomposed into multiple phase-modulated

signals having constant amplitude, and the signals are transmitted from each of the transmitting antennas. Properly controlling the

phase of the transmitted signals allows only at the location of the legitimate receiver to receive the desired modulated signal. The

previous study on SSM has used a statistical channel model assuming Rayleigh fading for the quantitative analysis of the performance.

In this paper, the propagation characteristics in an indoor environment are calculated by the ray-tracing by which the performance of

SSM for spatial geometry and the distribution of the transmitter and the receiver can be evaluated. Based on the characteristics obtained

from the analysis, the secret transmission performance was evaluated, and the effectiveness of SSM was verified in the assumed

environment.
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Fig. 1. Configuration of SSM.
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Fig. 2. Area where signal decomposition is possible.
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Fig. 3. Characteristics of secrecy capacity for Aj.
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Table 1. Analysis parameters.

Measurement frequency 2.4 GHz

Modulation system 16 QAM, 64 QAM, 256 QAM
Number of transmitting antennas | 4, 8

Number of receiving antennas 1

10.0m X 3.0m X 8.0m

x,»,2)=(1.0m, 1.7m, 1.0 m)
Equally placed on grid points

Room size

Coordinate of transmitting antenna

Coordinate of receiving antenna

(0.05 m)
Circular
Antenna arrangement Radius: 0.0221 m, 0.0442 m,
0.0884 m
Maximum number of reflections in 4
ray-tracing
Material ~ constant of  wall | Relative permittivity: 6.76
(concrete)

Conductivity: 0.0023 S/m

fENTCIE, M5 R % EEME.0,1.7,1.0)m, %5
JR% y=1.7m OZENFHAND 5 cm M1 EICE
EL, &#%ERTOBEWRELZ LA FL—2 7
LVEHET L. 1§ %hfdﬁﬁ%%’i%ﬁﬁu\f?rﬂ%%i
‘C%M%% L, ENBRBEIZEIT D SSM OFMEIR

uMﬁﬁ5$M® %mr el Sl YR ]
WW%@E/F Dé@ﬂ(&ﬂ%ﬁ%@%I&%
LT 5.

ERZAER, ROWEEERIE ERL O iRer: 2 5
LIEZEROR NIRRT 508, EARMIZIE—DD
SR 7 m =20 T, EHZERZ —RICEERE
L, TNLAOZERITE TSR THD & LTHE
iZ47T 5. £, HFEHRZERHSIZEWNT, E550

Tx2 Tx3
,o, i Tx4 0w Tx2
s ﬁ’ ‘n
Tx3 c( .(T—:»b Tx1 Txié
\\\ r/ \ I' !
\\\\\ //// AY "d‘
o Tx:SO'“‘“-o" Tx8
Tx4 Tx7
(a) S4 (b) Ss

Fig. 7. Arrangement of transmitting antenna element.
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Fig. 13. Spatial distribution of BER at eavesdropper.
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Fig. 15. Relation between BDLP and antenna
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