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Basic Study on Agreement Verification of Channel Coefficient
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There are many studies of secret key agreement based on radio propagation characteristics, but there are few studies of the

agreement of analog secret information (key). This paper deals with a technique to verify agreement of the channel coefficient sequence

(analog secret key) by the information exchange using a public channel.

due to information exchange and devised agreement verification to use unique event of channel coefficient sequence.

This paper showed a principle to reduce information leakage

This paper also

showed examples of unique event such as three points of crossing with a straight line and the channel coefficient curve, and product

set of the big and small decision of the channel coefficient, and this paper clarified possibility and a problem of the technique using

them.

Key words: secret key agreement, analog secret key, channel coefficient sequence, agreement verification

F—IJ—F:

MWERILA, T u s, T R RS, — Bk

BENBEREBICRIT T v RIS O —BHERRIC B4 5 AR AT

] F

1. FC®IZ
Hlr, EERUEIE O K - TR H R LV, R
WEIXEBROBEZ PR S R TICDEEARET 7 & A
DOMENEETHDH. ZOXHE L TIHmggns 50
NSRS 572 E DN EX 2 U T 4 IR H D03,
AR T2 & 2 BB R I I W Cld o m e
FR—MKEITH Y, FEREOEHCRIENHE L 72
5. D OFRER MM A 2R ORIL E
LEAN L R0, E RN I MM & 2 A O AR
& T AR FHA BRI TN D, T BITiE,
HEE Do LimlE 1 (RIEIEE ) 2 A cdidis b,

*Department of Electronics, Doshisha University, Kyoto

Z=EI T UN
FERATE SRS S gL 29 E3b 5. Ll
N SIFEERAIIIIED 2 <, I b D3 720,
—7J7, BENEEK (v FSaEREE) (2B
2 PSR O Wi & G AT R AP B D < B
Fa/E il (Secret key generation)NMER I TR Y 49,
WETIHERYIEREEX =Y 7 4 SHEA TV D 9.
Z T, BREREEICIE, AT b= EE0N
FIZE 49, EHUREIE DA 7OV ASE D, RIEE R
BRHEDOIFZEAL S, ZAE1E IR E DR L, %107 &3
b5, Fil, TU—=T T T ORI Y — A E)
EIEHLIEANL Y = — 0 7 OZAEE S5 2

Telephone: +81-774-65-6267, Fax: +81-774-65-6267, E-mail: iwai@mail.doshisha.ac.jp

(43)



216

TR SRR B D 101D, Tods, FLEREEER D% T
#t— E(Key reconciliation)° 7" 7 A /N —HiliE 72 &
F % B IL A (Secret key agreement) 7 12 k = /LT KV
IEROWERENRSGSND . TH— T,
BT DT — 2 HIBREFRVETIEOPFH Y, By b
RN &Rt L9 % Cascade 712 b =/L 9, L fiv-
BIZB T Dy M —BGETIEIZE Lz BA7 - AL

v MEOFR Y FTIEO# ] 9% LDPC #75 O 1972
EXRHEDFENR S D.

R OMERILA TIX, BEREERE (T r s
) =7 4 2 BER(L, &1k, fFfk) L
T, mHkis UL, EHE/EEE) ZEUS L7
%, BEALEGy O ®mAACKF5FE O BSR4 A AR Rk
5 LI B ORERIA 7 a b 2L TR
BEIGLTWD. £, WEEOFRITIEEEN
BN R D55 L REE~DISHBEE S NS, Lol

- =
— —

ik ] 75 — -

T DANIEIIERDRALE & DELHEBITIKFT 5.

IO, EHEERLE ORTEREET 51T,
T4 DHINVORBEGETIT AL T u SEER (7
Fo FRE) (ZED BT RICH S ORI A
YrEzond. —fle LTT ) a /s ks
SHFREECSTFHA~DISHBEEIND. 20720,
T a SRERO RN EE LR DN, T4V
ANOEE & BV HE—EPTORT, ZEHEIC
LR DR EL B L CRRERIFAN To—EfEsE 2
1Thohsd. UL, 7o ZEgo S0

TTIEE A<, RREEIE LR WO FRE
EHEEZEFOEEEA TR0,

Z 2T, ARwSCTEs @4 5 IR 3 B
BEZ MW ERAHIZ LD T v RVRE DO RR S
(F ¥ RARESN) 125 LT 2 RAZEHIPH TO—E

% SEE (SR RICHEGE T 2 FE e labag & L.

XU I, Esa & ILmgIc S <M FGER
VRN A L7 t%, BEAAEIN 25 Lic—2
LD ARt L E A G L. RIS, Hx oF
¥ RIREFN O H HBRITIER LT, Z0OBG0h
HCHDERDGEAER L TELN-FR (B
T CESLHT e —EEROFREAE R LT,
72, HET2HROH L LT, F ¥ R REOWEE
CEME D 3 EAZHE, UET v FARER D KNHE

(44)

CRIELPN

MROBMEGZ T L LBIT, FRFRIIES—
BUHeRE O REUNE & O SR 21T o 72,

2. BERXFORERKETIOIR~DEH
2.1 BSMERBICE T 2ERLEE

2.1.1 tAEERICE DK BERLADORE
BIARIAREIE I S < B A 1, MBI
EOKWERLFO—ISHTH L. MHEAEHRICES
< WEmgEdf 2 —Mb 9 % & Fig. 1 ORERRIZR 5.
Fig. 1 1%, EHE (T VU R, R7) B, BEWITHE
D& 5D NEOELERIN XY & YWESZITRY, ABE
ElEE L TER (C,C, »¢) 2% T35 LT,
N EHOELECRY] ZV % T ED A T IZH B Fik
ERE AT MR AR LTS,

K _ c —¥ K
<«— Alice |¢—— <«— Bob L5
— G0 —p
—— l <«

Eve
XV fZN w

Fig. 1. Secret key agreement from correlated

information.
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Fig. 2. Channel model of land mobile communication to

obtain correlative information.
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Fig. 3. Password authentication and one path entity
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