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Secret key agreement based on radio propagation characteristics attracts attention as a kind of the wireless physical layer security.
However, there are few studies on drop of the secret key capacity by multiple spot eavesdropping. This paper derived the theoretical
formula of the secret key capacity in secret key agreement based on the complex channel coefficient. This paper also derived the
theoretical formula of the leakage information by multiple spot eavesdropping and showed that leakage information increased with the
increase of the eavesdropping spot number. Validity of these theoretical formulas was confirmed by computer simulation. Then, this
paper calculated the correlation coefficient of the channel coefficient in the simple propagation environment, and evaluated security of

secret key agreement by calculating leakage information for multiple spot eavesdropping.
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Fig. 1. Secret key agreement from correlated information.
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Fig. 2. Channel model of satellite communication to

obtain the correlative information.
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Fig. 3. Channel model of land mobile communication to

obtain correlative information.
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Fig. 4. Simulation results and theoretical value of mutual

information as a function of signal to noise power ratio.
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