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A Study on Secret Key Agreement Scheme
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Wireless communication is riskier than wired communication due to eavesdrop by unauthorized stations. To deal with this

problem, public key cryptosystem and common key cryptosystem are used in general. In contrast, key agreement schemes based on

information-theoretically security attract attention. One example is a secret key agreement scheme based on radio wave propagation

characteristics. This technique uses channel reciprocity and location dependency of radio wave propagation. Most of the secret key

agreement schemes generate keys by scalar quantization. However, secret keys generated by scalar quantization occur key disagreement

in higher probability than those by vector quantization. A general quantizer selection scheme selects a quantizer with minimum key

disagreement between two authorized stations. An eavesdropper is able to generate keys with this quantizer more easily. This paper

assumes correlated multiple-input multiple-output (MIMO) channel, and proposed the quantizer utilizing correlation between

authorized stations as key information and the quantizer selection scheme taking key entropies leak to eavesdroppers into consideration.

This scheme that reduces information leaks to eavesdropper maintaining key disagreement probability between authorized stations.
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Fig. 1. MIMO-based secret key agreement scheme.
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Fig. 2. Secret key agreement scheme by antenna

weights of multiple antennas (Conventional scheme).
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Fig. 3. Secret key generation with vector quantization

and quantizer selection.
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Fig. 4. Model of quantizer selection.
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Table 1. Simulation parameters.
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Correlation model
model
Correlation coefficient 0,04
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) The number of
Quantizer ) 100
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Selection
The number of training
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Fig. 6. Key bit error rate between authorized stations.
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Fig. 7. Key bit error rate between authorized and
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Fig. 8. Mutual information between authorized
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Fig. 12. Mutual information between authorized
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