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Secret Key Capacity of Group Key Agreement Based on Mobile Propagation

Characteristics — Part 1 : In the Case of Star Connection —
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Secret key agreement based on radio propagation characteristics attracts attention as a kind of the wireless physical layer security

recently. There are few studies of group secret key agreement in this field, but there is a method to notify of the difference between the

series of RSS.  However, the conventional method has a problem in derivation of theoretical expression of the secret key capacity. This

paper deals with a close numerical formula of upper and lower limit of the secret key capacity to be given in mutual information. This

paper derives new theoretical expression of the secret key capacity that is a function of the SN ratio by new theoretical analysis for the

mutual information.  As a result, numerical computation shows that the upper limit of the secret key capacity accords with the lower limit

in high SN ratio. Numerical computation also shows that leakage information increases with increase of the number of the terminals.

Furthermore, the result of the computer simulation shows validity of theoretical expression.
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