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Basic Study of Group Secret Key Agreement Based on Mobile Propagation
Characteristics — PartI : Problems of the Conventional Method and

Suggestion of New Method in Star Connection —

Hideichi SASAOKA and Hisato IWAT*

(Received October 10, 2019)

Wireless physical layer security attracts attention as a kind of the information security that utilized radio propagation characteristics.
Alot of studies of secret key agreement are performed as the main field, but there are relatively few studies of group secret key agreement.
This Paper gave an outline of conventional method based on mobile propagation characteristics for star connection systems and clarified
a problem of the technique to notify of difference of the series of RSSI.  Then, this paper suggested a method to acquire multiple group
secret key using a notice of the EX-OR of the series of two binary RSSI to solve a problem. This paper also suggested a method to
acquire multiple group secret key by the key distribution using the notice of the EX-OR with the series of binary RSSI and the binary

random number. These suggestion methods show that the update of the secret key becomes easy by utilizing multiple group secret key.
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Fig. 7. System configuration of group secret key

generation using the secret key distribution.
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Fig. 8. Principal of sub-group secret key generation using

the secret key distribution.
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