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Secret Key Agreement Scheme Based on Phase Variation of

Fading in Mobile Communications

Hiroki NAKAT*, Hideichi SASAOKA* and Hisato ITWAT*

(Received April 20, 2018)

Recently, a secret key agreement scheme using radio propagation characteristics has been studied as a countermeasure against
eavesdropping in wireless communication. Most of secret key agreement schemes using radio propagation characteristics uses
quantization of sample value of the received signal strength variation. This paper proposes a method of sharing secret key using level
crossing time information based on a phase difference variation that is not considered. In the proposed system, each station
alternately transmits and receives signal and measures the propagation characteristics. In order to reduce the influence of noise, the
noise is removed from received signal by using filter in frequency domain. From the measured radio propagation characteristics at
the transmitter station, set a certain sample value to the standard value. The standard value to detect a level crossing is transmitted
from a transmitter station to a receiving station through a public channel. The receiving station acquires time information when a
level cross for the standard value. The information of the level crossing time is acquired continually by repetition of this processing.
After the receiving station calculates existing space data between the acquired time, the space data is encoded to binary. The binary

encoding bit is a bit sequence for secret key generation.
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Fig. 1. Binary code generation method by median value.
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Fig. 2. Binary code generation method by median value

(The sampling interval is narrow).
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Table 1. System parameters.

Propagatio | Two paths model

n channel | Frequency selective fading
Maximum Doppler: f,[Hz]
Delay time:1psec

Transmitti | Two waves transmission

ng system | Bandwidth:1MHz
Frequency difference:450kHz

Receiving | Sampling interval:1/f,

system Measurement block:10 X 1/f,
Smoothing:Band-pass filter 4f,[Hz]
Derivation of phase difference
Key Station X :

generartion | Setting of the standard value (=level)
The transmission of the standard
value
Station Y:

The reception of the standard value
The detection of the level crossing
time

Common characteristic:

Calculation of space data

Encoding binary by space data
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Fig. 12. Probability distribution of disagreement position.
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Fig. 13. Probability distribution of disagreement position.
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Fig. 15. Disagreement rate for each binary bit.
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Fig. 16. Probability to become 0 of the each binary bit
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Fig. 17. Probability to become 0 of the each binary bit
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*~95yF&W@Tmﬂ6¢WEyF®%$
W IBNTHI 50%T T0) & 1) OHBIHEREIX
EAEEDLIRD. L, FHI0E Y MMEF@LM
'y h Tl AL E Y MZESIZoN T 2 50

(66)



72— Y 7 ORI D CERILA T

HBLZE D NME D TV D, FRIZE 14, 15 E v b
TR E CHBAMRICRE R AEL TS,
ZD, FELE Y MOEW L E Y b TR A
THRENMET L, MEREEIDRI LD ZENR
AENDTZD, EREOERIIIAEY /e Y hT
boHrEILND.

4.7 HERERE - WERSEDFE

ATEIORER LY, & 2 ERF e Y~ OREITHA
AN SESCHEGRA R L EEICBAR LT Z N
Exbid. £ I TAREICIIEBICE 2 #5 5by
> MBI A EIEH&E & MERAREIC OV THE
L= Rz R,
4.7.1 HHEFERERNN

FE Yy MIBT D EBRRBOMEAEFREICONT
DGR % Fig. 18 1777

Mutual Information [bit]

10 |‘5 20 25 EX‘O 3‘5 4‘0 4‘5 50
Signal to noise ratio[dB]
Fig. 18. Mutual Information for each binary bit

(Regular station).

IEHBEICIE VT, SN EOERWEREE T FALE »
MAITCDILE TE M AFBREITD 2N &3
L. ZHUIHEE OB X RIRT — X ICRRZENAE
CTCLENLTHD. L, HEOREN D
UN SN EED & WERBE TIE 2 O R —BERBMEL e
L2 Emb, HABRENENL WD, —F, &
138y MEENOITHAFHREMET LTS, 2
T By MIZE T 2 2 #EEOR—ERITE
K, TOHBIZRYBELZ720THY, MRE
L CHABHREIKTT S, EXY, Ffirey b

(67)

123

& B ey MBI HHAERFHREITD R, £
NaBRPHE Yy M2 EROHBLDO T & LRI
L OHERREZROZ ENDND.

4.7.2 MERBEHFMH

471 Hi T2 BEICBT A AEHREZFHm L7
U bR ERFE %, WHERICmsT ERRBMEO
HTHA TEX HMBEHAZEICOWTOFME T 7
Fig. 19 (2134 U722 C OB I3 5 B A
BHEZ R, SN 28 30dB (2B 1) D IR A B
FostEy hTHY, 1 SOMBET — X M bAERK I
5y MIISEy MREETHS. BHTey 7 E%
10x1/fp & LTWAR, 78y ZIZXsTUEL~ILR
L ORI 21T D0, T O T2 DEAER D
BV TV 9O~10 o Tk e B0, MR
TAEIT 8 BEREL 2D, Lo o T, Mg
B3 120~135 €y b s, DLEX D, SFTX
DR I 60~68 B M LR D,

e

a

a
4

Secret Key Capacity[bit]
a

0z

10 15 20 25 40 a5 50

5 30 35
Signal to noise ratio[dB]

Fig. 19. Secret key capacity.
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