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Secret Key Capacity of Wireless Key Agreement Based on Correlated Gaussian

Information Source — Part II: Mobile Communication Channel Model —
Hideichi SASAOKA*
(Received January 19, 2016)

Wireless physical layer security schemes such as secret key agreement and secret data transmission have attracted attention in
current wireless community. For the secret key agreement from correlated information, a general formula of the secret key capacity
is given, but a specific formula of the secret key capacity has not been presented for secret key agreement from correlated
information in wireless channels. This paper deals with the theoretical analysis on the secret key capacity for the Gaussian
correlated information in mobile communication channel. The analysis result shows that the upper bound of the secret key capacity
is given with conditional mutual information and that the formulas of the upper and lower bounds are expressed as functions of the
correlation of channel coefficient between eavesdropper and legitimate user, the signal-to-noise power ratio, and the noise power

ratio of eavesdropper to legitimate user.
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information.
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model.
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Fig. 10. Upper and lower band of secret key
capacity vs. SNR.
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