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Secret Information Transmission Scheme in MIMO System

Using Time-variant Pre-coding

Hideichi SASAOKA*, Takuma TAKIMURA* and Hisato IWATI*

(Received December 28, 2015)

Recently, physical layer security technology such as secret key agreement and secret information transmission using radio
propagation attracts attention in wireless communications. The authors proposed a MIMO system which applied signal
dispersion and noise addition method as a secret information transmission scheme. However, this scheme is weak for the attack
of the eavesdropper using independent component analysis (ICA). This paper generalized the earlier proposed method and
derived the equivalent system using time-variant precoding. This paper also proposed the improvement method using the
multi-level modulation and the update of reception antenna weight as a measure for the attack using ICA. As a result of
computer simulation, it become clear that the proposed scheme has a satisfactory performance of bit error rate between authorized

users and that the proposed scheme has a sufficient tolerance for the attack from eavesdropper.
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Fig. 1. Configuration of the secret information transmission using MIMO E-SDM.
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Fig. 2. Revised configuration of the secret information transmission system using MIMO E-SDM.
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Table 2. Parameter for proposed system.

MIMO system | E-SDM, Antenna: 3x3
Pre-coding of | Time variant pre-coding,
MIMO Pre-coding block length

: 10, 20, 50, 100 symbol
Modulation QPSK, 16QAM
Radio Rayleigh fading,
propagation Solid fading
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Table 3. Parameter for attack system.

15

Signal Received antenna: 3
separation Independent component
analysis
ICA Algorithm: First ICA,
Complex data
Data length:10,20,50,100 symbol
Repetition time : 5
Demodulation | Ideal phase compensation,
Coherent detection
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Fig. 8. Bit error rate (BER) performance

vs. signal-to-noise power ration (SNR) .
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Fig. 9. BER performance vs. SNR for multi-level

modulation.
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Fig. 10. BER performance vs. SNR for various

pre-coding block length.
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Fig. 11. Distribution of error number in a symbol

block.
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