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Considerations Regarding System Configuration and Necessary
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Recently, physical layer security has attracted attention in the area of wireless communication; the main technology was a
secret key agreement and secret information transmission using radio propagation. Radio signal hiding, which applies the concept
of steganography to wireless communication is proposed, and is called radio steganography. = However, systematic examination of
system configuration and the necessary conditions for radio signal hiding was insufficient. This paper explains the concept of radio
signal hiding and clarifies the problem of steganography for wireless communication. Next, a system configuration, the attack
model for an eavesdropper, and the necessary conditions are examined for realization of radio signal hiding. Moreover, radio signal
hiding using multiple antennas is proposed, and improvement of tolerance to stegonalysis of a proposed system is examined.

Furthermore, the function of the stego-key confidentiality is considered.
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Fig. 1. Configuration of steganography.
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Fig. 2. Basic configuration of radio signal hiding.
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Fig. 6. System configuration of radio signal hiding using multiple antennas.
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