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Wireless Steganography using a Spectrum Spreading Technique

Akihito TAKAI', Hideichi SASAOKA" and Hisato IWAI"

(Received March 10, 2014)

As a countermeasure to information tapping in wireless communications, a wireless steganography technique was proposed
and the fundamental performance of the technique was evaluated. In the technique, the existence of the transmitted confidential
signal is hidden to the anyone other than the legitimate receiver. In this paper we propose a new wireless steganography technique
using the spectrum spreading approach. We evaluate the transmission performance of the embedded secret signal and the
anti-attacking performance against eavesdroppers by computer simulation. As a result of the evaluation, we clarify the requirements

of the various parameters of the technique by which signal detection by third-party eavesdroppers is made almost impossible.
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Fig. 4. Block diagram of wireless steganography.
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Table 1. Simulation parameters.

Modulation: QPSK modulation

Cover Spread spectrum modulation: DS-SS

signal Process gain: 15 [chip], 11.8 [dB]
Continuous transmission
Modulation: QPSK modulation

Secret Spread sPectrum modulation: DS-SS

. Block size: 200 [symbol]

signal . ) )
Secret signal to noise power ratio
(before de-spreading): -14 [dB]
Process gain: 255 [chip], 24.1 [dB]

Cover Cover signal to cover noise power ratio

noise (after de-spreading): 18 [dB]

Receiver | Cover signal to receiver noise power

noise ratio (after de-spreading): 10 [dB]

Channel | Gaussian channel
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