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Entity Authentication Scheme for Wireless Terminal Based on Location
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As a measure against spoofing in wireless communications, there is entity authentication of radio terminal based on location

identification. In this entity authentication, location identification is performed by a technique similar to location estimation of a

radio terminal based on location fingerprint in multipath environment. One of proposed systems of entity authentication based on

location identification generates the received signal strength variation related to multipath arrival directions by antenna pattern

change. However, the characteristic evaluation under real environment is not fully performed. This paper estimates both basic

characteristic in a computer simulation and experiment under real environment for the system using ESPAR antenna. Moreover,

this paper shows feasibility of the proposed system under real environment.
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Fig. 1. Location identification system using ESPAR

antenna.
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Fig. 2. Procedure of entity authentication using ESPAR

antenna.
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Fig. 3. Simulation environment and terminal positions.
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Fig. 9. Spatial distribution of RSSI correlation coefficient

(experiment).
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