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Information security schemes based on radio propagation property such as secret key agreement and secret data

transmission have attracted attention in the current wireless community. For the secret key agreement from common

information, a general formula of the secret key capacity is given, but a specific formula of secret key capacity has not

present for secret key agreement from Gaussian correlated information, which is typical case in wireless channels.

This paper deals with the theoretical analysis on secret key capacity for the satellite communication channel

model.

The analysis result shows that the upper band of secret key capacity is given with conditional mutual

information and that the formula of upper and lower band is expressed as functions of the signal-to-noise power ratio

and the noise power ratio of eavesdropper to legitimate user.

The analysis result also shows that secret key capacity

can approximately be given by conditional mutual information in the case that noise power ratio of eavesdropper to

legitimate user is large.
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Fig. 1. Secret key agreement from correlated information.
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Fig. 3. Satellite communication channel model.

3.2 A R EAEEERDOEEERE

Fig.3 DfRBEEET MIBWTX, Y, Z O 2 2%
MOMAEFERE 1XY), IX2), (Z) 1%, A O
(A-6)A & [FIERZREIZ L Y

. _ (Ps+Pyx)(Ps+Py)
IX;Y) = log, \I Ps(Py+Py)+PxPy
(PS Px) PS Pz
1(X;2) = log, /W (11)
.7 = [W
I(Y;2) = log, Ps(Py+P;)+PyP;
s, Fie, XY, Z 0 280G ha e —

HX)Y), HX,2), H(Y,2) 1%, f$ik A OA-DA L [Fkk
Bz LY

H(X,Y) = log, J (2rne)*(P.(P. + P,) + PP}

H(X,Z) = log, /2ne)?{Ps(P. + P,) + PP}  (12)

H(Y,Z) = log, J (2re)*(P(P, + B,) + P,P;}

LB, Ebir, XY, Z Holeamy e —
HXY 2%, 1% B o®B-71XLb,
HX,Y,Z) =

log, J (2me)*(P,(PP, + P,P, + P,R,) + P.P,p,}  (13)

LD,

ZID OFERD O G X M EFRE XY 2%
(10), (12), 13)XZEG)RIfRALT,

I(X;Y|2) =

I {Ps(Px+P2)+PxPz}{Ps(Py+Pz)+PyPs} (14)
92 (Ps+P){Ps(PyPy+PyPy+PyPy) +PxPyP;}

L%,

3.3 EmBRED LRXDEH

R EO FIRE, (DRoREN5 X912 IXY)
EIXYIDDRMEL 72D . % 2 CIXKY) & IKY | Z)
ORNBEFRERHT . DX, 149LD,

IX;Y) - I1(X;Y|Z) =

Iog, J(PS+Px)(Ps+Py)(PS+PZ){PS(PxPy+Psz+Psz)+PxPsz}
{P5(Pyx+Py)+PxPy}{Ps(Px+Pz)+PyP,H{Ps(Py+Pz)+Py Py}
(15)
&%, 22T, )Ry NosF45 A, rR% B
E35L, A>0,B>0 THDHDT, A>B OHH
W2 IY) I Y|1Z) >0 &b,
ZIT, AZEMLTPOFETEHT S L,
A=a,P*+ azP? + a,P% + a,P + a
a, = PP, + PP, + P,
az = (P, + P, +P)a, + P.RP,
a; = a,* + (P, + B, + P,)P.P,P,
a, =2 ay P.RF,
a, = P,*B,*P,*
LRI, —7,

(16)

B = b3P® + b,P,” + by P + by
by = (P, + P, + P,)a, — P,P,P,
b, = a,* + (P, + P, + P,)P,P,P, 17)
b, =2a, P,P,P,
b, = P,*P,*P,?
En. 16, ADXLY,
A—B = (PP, + PP, + P,P,)P* + 2P,P,R,P*> > 0
(18
NG AIRVASH
OFER, (DXL min[I(X;Y),1(X;Y|2)] =
[(X;Y|Z) L7225 DT, WEHEEO EIRIT
S(X;Y)1Z2) < I(X;Y|Z) (19)
ThHzZbNn5. A9RXiL, HvAMOHBEEHROSEE
s A/RVASH

4 WEmAEE 0 LROBET
22T, QDR TEHZ BN D S & AR
», 5 L MEEDET) Py, P, Py, P, ORNBIHRIZE Y

(10)



A AMARBI RIS O C MERIVE OMERERE - (20 1) HmRERKET I - 189

ED XD haiET 5. 19RDy W41 C
L5 RED Z R LT Ps OFE TR 5 &,
€= (P +P)(P,+P)PR’
+(2P.P, + P,P, + B,P)P,P, + P,P,P,> (20-1)
D = (PP, + B,P, + P,P,) P’
+(2P.P, + P,P, + B,P)P,P, + P.P,P,> (20-2)
L. QOAEANTAYREEET D &,

2p 2
1(X;Y|2) = log, /1 + % 1)

LinD.

ZZC OO IERFE A & B OMEEIEZEL
WEGE L, EHEDESxIMEEE L (SN th) %
y EHEE R ERE GBI A o TR 2D L x|
P,=P,y=PR/P, ,a =P/ THb. a% 05,1,
1.5, 2 & LGB O y IZxtT 2 RERARED FIR%
Fig.4 |27, MOOREEERED ERIE, Oy 23/h

Bl z1E, —4dBUTF) TalzLbFIRE—E, Oy
O, o 2ARTHEMbB K, @y 3Kk (Bl
Z1%, 16dB) T—EEIZMT, &7225Z ENR005.

ZORERMRT LI, BEBERET MUIBNT
BRI & IS DG HEG BT RED 2y RE 2 A8
ETDE, B ED LR SN A k& <
T 0.2 FRFE & LR/ NSV, 7, WEEE DS SR
RAGEEE A VD56 (MG E I NOSE)
ZiE, 20 ERPEIT/NES < 720 FMEIRO AR BhR
HIZAT 2 720,

045 T T I T T

s
B

a2
e
&

o
P

=
i

Upper Bound of Secret Key Capaciry [bit]
=) o
jary =
o &

e

oo . .

SNR ¥ [4B]

Fig. 4. Upper bound of secret key capacity vs. SNR.
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