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Estimation of Fading Characteristics Based on Multiple Observed Signals at
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Wireless communications have become popular and are used in various environments such as outdoor, offices, homes, etc. As
the use of the wireless communications becomes common, security issues have become one of the most important technical subjects.
In order to realize secure communications, a new wireless security technique based on wireless propagation characteristics has been
proposed. The proposed technique is based on the reversibility and the locality of the wireless propagation characteristics to generate
a common encryption key sequence between two wireless stations without pre-assignment and sharing of the key. The generated key
can be used to realize secure secret wireless communications. The security performance of the technique has been analyzed in a
viewpoint of encryption, however it has not been discussed from a viewpoint of radio propagation. The security of the technique
relies on the fact that the received signal cannot be estimated from a remote point where the distance from the target point of the
estimation is larger than the correlation length of the multipath fading environment. However it may be possible if an eavesdropper
uses a higher performance receiving system such as directional antennas or multiple antenna systems, etc. In this paper, the
possibility to break the locality is discussed. A method to estimate the received signal characteristics is presented based on the
observed signals at multiple different points at a certain distance from the target and the estimation performance of the technique is
evaluated quantitatively via computer simulations. The dependence of the estimation parameters on the estimation performance is
analyzed. The mechanism of the estimation method is clarified through the analysis assuming a simpler propagation model. Based on
the results of the analysis, a theoretical expression for the requirement to achieve successful estimation is derived.
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Xm,n, = rexp(j(o+27R(cos(n, — @) —cos(m, —m)))

m=mrnE 0D &, LUTORRIE LS.

Xm,n, + Xm,n, =2rcosQexp(jo) (5

-
—

Z 2T, Q=2nR (cos(jn,-¢)- cos(h,-dm) T 5.
DFERMN G, & DB R OE SIHFRONMAR & mxt5
(AT 2 BRAOE SIEROMELZ 2 LEabE
% &, HWONARS S S HVIE LWL AR Y
()72 T D%V, cos Q DAEAIEZR & ITHEENLARILIE
LUWMEAE, A2 BIEENDER LT ABIC 2 5. &S
512, R(B)DBHRIT T X COBILSIZIB VTR Y 3T
B, T & TINR T HEE B OALAR LB - T
DONAFHREIRA 72 & O BREE 0, BU BB
MYefRie EOHEE FIED/NT A —ZITRFETIC
ELWAR &, ENBREELTZAHE, O 50545
LINEAE LIS,

4.2.2. #ETREEY

Wz, MEIOREEEE 2T, ~ /LTS ABHER
BICIIUT D EREHEE DT 2 5 R (HEE FTRESF)
IZONWTHEZD. ZIZT, IET DT G
BRETIC BT 2 HEE R PR 1T B — Bk i DR ER R O
HREDETHLOT, HEERTRESME L L TH 3
R DAEER B B WL AH A IEFEICHEE TE D
SMEEZD. KGB)LY cos Q DIEMNIEIZR DA,
WA IEREICHEE TE D, L - T, HEEATHES:
HIFULFORXTRIT ZENTES.

2 M-Vt
N > > cos(2nR(cos(3n — @) — cos(m —m))) = 0 (6)

m=0 n=0

T IC, #EEFTREZRBLALGE N ZBUAIM AL R
DEMRICONWTEREZK LD LT 5H. N & RITHE
EV AT LOYER R E SREBHIZE - TR
ESNDHDTHDLDOIZK LT, HIENSZAH M X
AHEOTa v ANTORHNE DO THD. Fiz,
BEIZ/R LT L 912 MR & WERHEERE /) o B
BoNDDT, HDHHE Y AT DITOWTOHEE AT
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BESRME 25 U DG AITIE, M 2B (IERR R) 2%
ETHONHUTHS. ZO&KEOL ET, K(6)
T RO L 5 1cE T ENTED,

Vg1

ngcos(ZnR(cos(% @) — cos(y — om)))

ﬁn Z Zi: cos(2nR(cos(y — ¢) — cos(jn — IZ\A—E m)))

m=0
ud

I cos(2nR (Cos(y - @) - oS(s - 5))dS [dézlzvll]

z"-‘ %"“

N/1

-~ Zcos(ZnR cos( }/h—(p))r cos(2xR cos(y - 5))dS
T n=0 o

N1
+7N sin(2nR cos(j - ¢))j sin(2xR cos(j - 8))do

T n=0
W
—J' cos(2R cos(s - 5))dS Zcos(ZnR cos(n-9)) (7)

Z 2T, AT DA B 0 1TH LT
EE BT T DD T, 5= LE L EK(@B)
(RT EDERIFERT L LN TE 5.
J‘_“ cos(2nR cos(y—0))ds = J‘_“ cos(2nR cos(5 — m))ds
= f;" cos(2nR cos(s))ds’
= f cos(2nRcos(5))ds  (8)
2T, valb—7 YOS AK

In(2) :ircos(me—z-cose)-de 9)
T 0

ZHWS &, H(6)i
W1
—'[ cos(2nR cos(n - 5))dS 2c0s(27R cos( - )

n=0

—.[ cos(2nR cos(y - 0))do Epos(Zchos(yn ?))

n=0

J,(27R) Zcos(ZnR cos(h — ) (10)

DFED, ZOXOENHEE RGOSR E 725, Fig.
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oy, FROFERNS, R=15 EEREELL I/
% ERA)DEN 0 LA FIZR B LERH Y, Ok
HR& L TR WRARELL RIZ72 5 L HEERTTREIC
RHZENRDND.
F7z, RO TN A R KITE
T5 &, K(7)-(9) & RERRAERABBEICL Y, i
G DLEETLL F & 72 5.
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1

J (ZnR)Zcos(Zchos(;m ?)=(J,@x-rR)y (1)

22T, RADIZERFEIZOU ETH LD T, B
WERIERATT 2 2 L R FICHEE DS Al g 72 2
ERDNDL. 2O ENLBLEEN 2RI
L8, BMMERR ZENTEITRES LTHHEE AT
HEL7eD. 12720, KADOENR0 LD RM™HY
Z DA, HEE SNTAG 5N/ E T/hE
72 DDT, HEEWFIET D L HEERIEIZSHLT 5.

Value of Eq.(10)
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Fig. 15. Value of Eq.(10) when radius of observation

circle is changed.
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Fig. 16. Comparison of estimated amplitude,
theory (Eq. (11)) and simulated (Fig. 13(a)).
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