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Wireless communications have become popular and are used in various environments such as outdoor, offices, homes, etc. As 

the use of the wireless communications becomes common, security issues have become one of the most important technical subjects. 

In order to realize secure communications, a new wireless security technique based on wireless propagation characteristics has been 

proposed. The proposed technique is based on the reversibility and the locality of the wireless propagation characteristics to generate 

a common encryption key sequence between two wireless stations without pre-assignment and sharing of the key. The generated key 

can be used to realize secure secret wireless communications. The security performance of the technique has been analyzed in a 

viewpoint of encryption, however it has not been discussed from a viewpoint of radio propagation. The security of the technique 

relies on the fact that the received signal cannot be estimated from a remote point where the distance from the target point of the 

estimation is larger than the correlation length of the multipath fading environment. However it may be possible if an eavesdropper 

uses a higher performance receiving system such as directional antennas or multiple antenna systems, etc. In this paper, the 

possibility to break the locality is discussed. A method to estimate the received signal characteristics is presented based on the 

observed signals at multiple different points at a certain distance from the target and the estimation performance of the technique is 

evaluated quantitatively via computer simulations. The dependence of the estimation parameters on the estimation performance is 

analyzed. The mechanism of the estimation method is clarified through the analysis assuming a simpler propagation model. Based on 

the results of the analysis, a theoretical expression for the requirement to achieve successful estimation is derived. 
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Fig. 1. Concept of wireless security technique based on 

wireless propagation characteristics. 
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Fig. 2. Spatial correlation in multipath fading 

environment. 
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Fig. 3. Binarization by median value. 
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Fig. 4. Average agreement rate for variation of spatial 

correlation. 
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Fig. 6. Multipath model. 
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Fig. 7. Actual and estimated signal variations (N=20).  
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Fig. 8. Actual and estimated signal variations (N=40). 
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Fig. 9. Correlation characteristics when radius of 

observation circle is changed. 
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Fig. 10. Single wave model. 
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Fig. 11. Estimated amplitude and phase when azimuth 

direction of hypothetical wave is changed 

(Arrival direction =0[rad.]). 
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(b)R=15[wavelength] 

Fig. 12. Estimated amplitude and phase when azimuth 

direction of hypothetical wave is changed 

(Arrival direction =0.0157[rad.]). 
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(b)Phase 

Fig. 13. Estimated amplitude and probability of correct 

estimation of phase. 
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Fig. 14. Correlation characteristics in a noisy channel 

when radius of observation circle is changed.
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Fig. 15. Value of Eq.(10) when radius of observation 

circle is changed. 
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Fig. 16. Comparison of estimated amplitude,  

theory (Eq. (11)) and simulated (Fig. 13(a)). 
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