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This paper proposes a private key agreement scheme using the fluctuations of BER (Bit Error Rate). In the proposed scheme, 

the received BER at both authorized users is used as the common information for key generation between them. BER is an 

appropriate indicator to characterize the wireless channel because it includes all factors to generate bit errors such as fluctuations of 

amplitude and phase, effect of delayed waves etc. In order to evaluate the performance of the proposed scheme, numerical 

simulations are carried out assuming the configurations and the parameters of wireless LAN system. The results of the simulations 

show that the proposed scheme successfully achieves the key agreement at SN ratio of 15dB when it is combined with data deletion 

and error correction schemes. 
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Fig. 1. Principle of secret key agreement scheme 
using channel characteristics. 
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Fig. 2. Procedure of secret key agreement. 
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(a) Regular phase compensation. 

(b) Phase compensation for occurrence of 
 pseudo BER. 

Fig. 4. Phase compensation using pilot symbol. 
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Table 1. Simulation parameters. 

Modulation 

OFDM 
QPSK (Quadrature Phase Shift Keying)
Number of subcarriers: 48 
Interval of OFDM symbol: 4 s 
Guard Interval: 0.8 s 

Channel model

3-path Rayleigh model 
Independent Rayleigh fading 
Delay time difference : 0.1 s 
Relative power: 0dB, -5dB, -10dB 
Maximum Doppler frequency: 10Hz 

(nominal value) 
3-path Rice model 
Independent Rice fading 

(rice factor: 10dB) 
Delay time difference : 0.1 s 
Relative power: 0dB, -5dB, -10dB 
Maximum Doppler frequency: 10Hz 

(nominal value) 

Packet format 

Length of a packet: 400 s 
Interval of a pair of packet: 2.8ms 
Measurement time difference: 1.4ms 
(Correction by linear interpolation
using compensation packet) 

Generation of key Binary digitization 
by threshold of median value 

Correction of key 
disagreement 

Error correction within 5 bits 
by algebraic decoding method 

Fig. 5. Timing diagram and configuration of data 

packet. 
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Fig. 7. An example of pseudo BER sequence. 

Fig.6. Occurrence distribution of BER. 
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(a) Rayleigh fading environment. 

Fig. 9. Key agreement performance when SN ratio 

is changed. 

(b) Rice fading environment. 
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Fig. 10. Key agreement performance when 

maximum Doppler frequency is changed. 

(a) Rayleigh fading environment. 

(b) Rice fading environment. 
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