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A Study on Error Correction in Secret Key Agreement Scheme
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Takayuki SHIMIZU", Kenya HORAI", Hisato IWAI" and Hideichi SASAOKA™

(Received July 12, 2007)

As a countermeasure scheme against eavesdroppers on wireless communication, the secret key agreement system has been

proposed using an ESPAR (Electronically Steerable Parasitic Array Radiator) antenna, and using the propagation reciprocity between

two users. However, this system requires an error correction process to avoid a key disagreement between regular users. This paper

proposes an algorithm based on table-aided soft-decision decoding for the error correction. Simulation results conducted for an

indoor IEEE802.15.4/ZigBee™ environment show that nearly 100 % successful key generation can be achieved by using the

proposed key disagreement correction scheme. Moreover, compared with the conventional key disagreement correction scheme, the

proposed scheme makes it possible to reduce the key correlation between regular users and eavesdroppers.
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Fig. 1. 7-elements ESPAR antenna.
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Fig. 2. Key generation procedure.
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Fig. 4. Procedure of deleting data near threshold.
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Fig. 6. Principle of table-aided soft-decision decoding.
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Fig. 7. Procedure of correcting key disagreement.
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Table 1. Simulation system parameters.

(a) Room environment, propagation path parameters

Room size

8§mX10m

Antenna

Base station (ESPAR Antenna)
User terminal, Eavesdropper (Omni-Antenna)

Carrier frequency

2.484 GHz

Wall material

concrete( &, =6.76, o =0.023 S/m, t,=1)

Terminal position [m]

Base station : (0.0 m, 0.0 m)
User terminal, Eavesdropper : random

Channel model

Ray-tracing (reflection : up to 6 times)

(b) Key parameters

Key length

128 bit

Averaging

32 symbol

RV (reactance vector)

Random selection from 256 steps

Threshold for binarization | Median
Code for detection Extended BCH(128,112)
Code for correction Extended BCH(32,21)
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